MEJATOT'AM Ob UH®OPMAIIMOHHOM BE3ONMACHOCTH

Korma peus 3axoaut 06 nHPOpMaIIMOHHOM O0€30MaCHOCTH, OOBIYHO MBI HAUNHAEM
TyMaTh O KOMITbIOTEpaX, CETIX, MHTepHETE U Xakepax. Ho st oOpazoBaTenbHOM Cpebl
npobsiieMa CTOUT LIUpPE: B OTPaKIACHUM ydallerocs oT MHGOpMAaIMu, KOTOpas MOXKET
HEraTMBHO TMOBJHUATh Ha €ro (QOpMUPOBAHWE U Pa3BUTHE, TO €CTh O IpOIaraHje
Pa3JIMYHON HAIPaBJICHHOCTH.

IonsiTne nHGOPMALUOHHO 0€30MACHOCTH

[Ton  waboOpMmarmoHHOW  OE30MACHOCTHI0O  TOHUMAETCS  3AlUIIECHHOCTH
WH()OPMAITMOHHOW CHUCTEMBI OT CIYYaliHOTO WJIM TPEIHAMEPEHHOTO BMEIIATEIhCTBA,
HAHOCAIIETO yiepO BiaieabllaM WK HOIb30BaTENISIM HH)OPMALIHH.

Ha mpakTtuke BaXHEHIIMMHU SIBISIOTCS TpPHU aclekTa WHOOPMAIMOHHOU
0€30MaCHOCTH:

¢ JIOCTYITHOCTH (BO3MOXXHOCTb 3a pa3yMHOE BpeMs MOJIY4YUTh
TpeOyeMyto HH(DOPMAITMOHHYIO YCIYTY);

¢ LIEIOCTHOCTh  (AKTYaJlbHOCTh W  HENPOTHUBOPEUYUBOCTH
uH(bopMaI, €e  3allUIIeHHOCTb OT  pa3pylleHus u
HECaHKITMOHUPOBAHHOTO U3MCHCHMS);

o KOH(PUICHIMAIBHOCTh (3aluTa OT HECAHKIIMOHUPOBAHHOTO
MIPOYTEHUS).

Hapyiienus n1oCTyNmHOCTH, IIEJIOCTHOCTH W KOH(PUACHIIMAIBHOCTH WH(OpMAaIuu
MOTYT OBITh BBI3BAHBI PA3JTMYHBIMU OMACHBIMH BO3JCHCTBUAMH Ha MHGOPMAIIMOHHbBIC
KOMIIBIOTEPHBIE CHCTEMBI.

OcHoBHBIE YTPO3bl HH(POPMAIHOHHOM 0€30MACHOCTH

CoBpemeHHass HH(pOpMAIIMOHHAs CHUCTEMa MPEACTABISET COOOW CIOXHYIO
CUCTEMY, COCTOSLIYI0 W3 OOJIBIIOTO YHUCIa KOMIIOHEHTOB PAa3jU4YHONW CTENEeHH
ABTOHOMHOCTH, KOTOpBIE CBSI3aHbl MEXIy COO0OW M OOMEHUBAIOTCS JIAHHBIMHU.
[IpakTryecku KaxKplii KOMIOHEHT MOKET MOJIBEPIHYThCSI BHELTHEMY BO3JICHCTBHIO WU
BBIUTU M3 CTposA. KOMIIOHEHThl aBTOMATHU3UPOBAHHOW HWH(OPMAIIMOHHOW CUCTEMBI
MO>KHO pa3OUTh Ha CIEAYIOLIUE TPYIIIIbI:

Annapammnsie cpedcmea. IT0 KOMIBIOTEPHI U KX COCTaBHBIE YaCTH (MMPOLECCOPHI,
MOHMTOPBI, TEPMHUHANIbI, NepudepuitHple yCTPONCTBA — IPUHTEPHI, KOHTPOJUIEPHI,
Ka0enu, TMHUU CBA3H U T.1.);

Ilpozpammnoe obecneuenue. 70 TPUOOPETCHHBIE TPOTPAMMBI, HCXOIHBIC,
OOBEKTHBIE, 3arPy304YHbIC MOJTYJIN; ONIEPALMOHHBIE CUCTEMBI U CUCTEMHBIE IPOTPaMMBbI
(KOMIMIATOPBI, KOMIIOHOBIIUKY U JIp.), YTUIUTBI, JTHATHOCTHYECKUE MPOrPaMMBI U T.1.;

/Jlannvle, XpaHUMblE BPEMEHHO M MOCTOSIHHO, Ha JHCKaX, (UIdIIKax, IMeyaTHkIE,
apXUBbl, CACTEMHBIE KypPHAJIbI U T.1.;

Ilepconan. Ilonb3oBaTenu, CHCTEMHbIE aIMUHUCTPATOPBI, TPOTPAMMUCTBI U .

OmnacHble BO3JEHCTBUS Ha KOMIBIOTEPHYIO MH()OPMALMOHHYIO CUCTEMY MOYHO
MO/PA3/ICIUTh Ha CIy4yalHble M NpeJHAMEpPEHHbIE. AHAIU3 ONbITa MPOEKTUPOBAHUS,
U3TOTOBJICHUSI M OKCIUTyaTallid HWHQOPMAIIMOHHBIX CHUCTEM IIOKa3bIBaeT, YTO



UH(pOpMaIUs MOJABEPraeTcsl pa3inyHbIM CIy4yallHbIM BO3JEHCTBUSAM Ha BCEX 3Talax
LKA XU3HU CHUCTEMBI. lIpuumMHaMu CilydalHbBIX BO3JEHCTBHM IPU SKCIUTyaTaluu
MOTYT OBITb:

o aBapUHBIC CHUTyallUM U3-32 CTUXUUHBIX OEACTBUU U

OTKJIFOUECHUH JJIEKTPOIUTAHNS,

¢ OTKa3bl U COOHU ammapaTyphbl;

o OIIMOKK B IPOrpaMMHOM OO€CTICUeHNH;

 OIIMOKM B paboTe repcoHaa;

e IIOMEXHU B JIMHUSX CBSI3U M3-3a BO3JACHCTBUI BHEIIHEN CPENIBI.

[IpennamepeHHble  BO3ACMCTBUS — OTO  LEJIICHANPABICHHBIE  JCHUCTBUA
HapymuTens. B kadecTBe HapymmuTedss MOTYT BBICTYNaTh CIyXal[Uud, MOCETUTEIb,
KOHKYPEHT, HaeMHHUK. JIeHCTBHUS HapyHIIUTENsI MOTYT OBITh OOYCJIOBJIEHBI pPa3HBIMU
MOTHBaMHU:

¢ HEJOBOJBCTBOM CITyKaIlIETO CBOEU KapbhEPOIL;

e B3SITKOM;

e JTIOOOMBITCTBOM;

¢ KOHKYPEHTHOU O0pBHOON;

o CTPEMJICHHEM CaMOYTBEPIAUTHCS 000 1IEHOH.

MoO’KHO COCTaBUTh TMIIOTETUYECKYIO MOJIEIb NOTEHUUATBHOI'O HAPYIIIUTEIS:

o KBaJIM(UKALMS HAPYLIUTENS HA ypPOBHE pa3paboTuuKa JaHHOU
CUCTEMBI;

o HAPYIIUTEIEM MOXET OBITh KaK MOCTOPOHHEE IO, TaK U
3aKOHHBIH MOIH30BATENh CUCTEMBI;

o HAPYIIUTENIO0 M3BECTHa WMHGOpPMAIUs O MPHUHIUIAX PabOThI
CUCTEMBI;

¢ HapylIUTENh BbIOMpaeT HauboJee cinadoe 3BEHO B 3allUTE.

HaubGonee pacmpocTpaHeHHBIM W MHOTOOOpPa3HBIM BHUJOM KOMIIBIOTEPHBIX
HAPYLLICHUH SIBJISETCS HECAHKIMOHUPOBAHHBIN JOCTYIl. HECAaHKIMOHMPOBAaHHBIN JOCTYII
UCIIONIB3YET JIO0YI0 OIIMOKY B CHCTEME 3alllUThl U BO3MOXEH MPU HEPAIMOHATIHLHOM
BBIOOPE CPEJICTB 3aIUTHI, UX HEKOPPEKTHON YCTAHOBKE U HACTPOIKE.

[IpoBenem kiaccuukanuio KaHaJOB HECAHKIMOHUPOBAHHOIO JOCTYyHa, IO
KOTOPBIM MOKHO OCYIIECTBUTH XUILICHUE, U3MEHEHHUE WJIM YHUUTOXEHUE UH(POpMAITUH:
Yepes uenosexa:
o XUIICHHE HOCUTEJICH HH(POpMAIINH;
o YTeHUE MHGOPMAIINH C dKPaHA WU KJIaBUATYPHI;
o YTeHUE MHGOPMAIINH U3 PACTICUATKH.
Yepes npozpammy:
o MEPEXBAT MAPOJIEH;
o nemmdpoBka 3amudpoBaHHON HHPOPMAIINH;
o KOMUPOBaHWE UH(POPMAITUU C HOCUTEJIS.
Yepes annapamypy:
o MOAKJIIOYEHUE CHEUUATIbHO pa3pabOTaHHBIX amnMapaTHBIX
CpelCTB, 00eCeunBarOIIMX JOCTYI K MH(POpPMALIUU;



o IepexBaT NOOOYHBIX JIEKTPOMArHUTHBIX W3JIYyYEHUH OT
arraparypsl, JUHANA CBSA3H, CETEN DIEKTPOIIUTAHUS U T.1I.

Oco0o0 cremyer OCTaHOBUTBHCS Ha YIrpo3ax, KOTOPBIM MOTYT TOJBEPraThCs
KOMITbIOTEPHBIE CETH. OCHOBHAsA 0COOEHHOCTH JIF000H KOMIBIOTEPHOU CETHU COCTOUT B
TOM, YTO €€ KOMIIOHEHTHI paclpeeseHbl B IpocTpancTBe. CBA3b MEXIY y3JIaMHU CETH
OCYULIECTBISIETCS (PU3UYECKHU C MOMOIIBIO CETEBBIX JIMHUM U MPOTPaMMHO C MOMOIIIBIO
MexaHuzma cooOuieHuit. Ilpu 3TOM  ympaBisiolmue COOOIICHHS U JIaHHBIE,
NepechlIaeMble MEXIy Y3J1aMH CEeTH, IepefaloTca B BHUJE INAKETOB OOMeEHa.
KoMmmbroTepHble ceTd XapakTepHbl TE€M, UYTO MPOTUB HUX MPEAIPUHUMAIOT TaK
Ha3bIBa€Mbl€ yJalieHHble araku. HapymmuTenb MOXET HaXOAUThCS 3a THICSYH
KHJIOMETPOB OT aTaKyeMOro OOBEKTa, IPU 3TOM HAMAJCHUIO MOKET MOJBEPraThCs HE
TOJIKO KOHKPETHBIM KOMIIBIOTEpP, HO M HH(pOpMalusd, MepeAarouascs Mo CETEBbIM
KaHaJIaM CBSI3H.

Oobecneuenne MHPOPMALUOHHON 0€30MTACHOCTH

dopMupoBaHue pexuMa HHPOPMAIMOHHOM Oe30MacHOCTH — MpobiieMa
KOMIUIEKCHAs. Mepbl IO €€ PEIICHUIO0 MOYKHO NOAPA3AECIUTh Ha NSATh YPOBHEM:
1. 3axonooamenvuwtil. ITO 3aKOHBI, HOPMATUBHBIE AKTHI, CTAHAAPTHI U T.II.

HopmatuBHO-1ipaBoBasi 6aza onpeensonias mopsaoK 3aluThl HHPOpMaIUu:
2. Mopansno-smuueckuii. BceBO3MOXHbIE HOPMBI TOBEICHHUS, HECOOTIOCHNE
KOTOPBIX BEJIET K MaJCHUIO MPECTHKA KOHKPETHOTO YeJIOBEKa WM 11€JI0M OpraHu3allii.
3. Aomunucmpamuenuuii. JlevictBusi o01ero xapakrepa, NpeANpUHAMAEMBIC
PYKOBOJICTBOM OpraHu3anuu. TakuMu T0OKyMEHTaMU MOTYT ObITh:
e MPUKA3 PYKOBOJUTEIS O HA3HAYEHUM OTBETCTBEHHOIO 3a
obecrnieueHrne HHPOPMAITMOHHON 6€30TTaCHOCTH;
e JTOJDKHOCTHBIE O0SI3aHHOCTH OTBETCTBEHHOT'O 32 00eCIeueHue
UH(OPMAITMOHHON O€30MTaCHOCTH;
o TIEPEYCHB 3AIIMIIAEMBIX MH(POPMAIMOHHBIX PECypcoB M 0a3
JTAHHBIX;
o MHCTPYKIHIO, OIPEICTAIONIYI0 MOPSAOK MPEIOCTABICHUS
“H(pOpMAaIIUU CTOPOHHUM OpraHu3aIusIM IO UX 3ampocam, a TakxKe Io
MpaBam J0CTyIa K HEeH COTPYTHUKOB OpraHU3alluH.
4.  @u3uueckuit. MexaHU4eCKUE, DJIEKTPO- U DJICKTPOHHO-MEXAHUYECKUE
MPENATCTBUS Ha BO3MOXHBIX MYTSIX MPOHUKHOBEHUS MOTCHIIMATBHBIX HApYIITUTECH.
5. Annapamno-npocpammnslit (371€KTPOHHBIE YCTPOMCTBA M CHEIMATbHbIC
MPOrpamMMBbl 3aIUThl HH(OPMAIUN).

[TpuHsTHIE MEPHI TTO CO3/IaHNIO0 O€30TacCHOM MH(GOPMAIIMOHHON CHCTEMBI B IIIKOJIE:
o OOecrieueHa  3ammTa  KOMIIBIOTEPOB ~ OT  BHEIIHHUX
HECAHKIIMOHUPOBAHHBIX BO3JCUCTBUNM (KOMIBIOTEPHBIE BHUPYCHI,
Joruyeckre 00MOBI, aTaKu XaKepoB U T. 11.)
o YCTaHOBJICH CTPOTMM KOHTPOJb 3a JJIEKTPOHHOM IOYTOW,
obecrieyeH TOCTOSHHBI KOHTPOJIb 3a BXOJSIIEHM UM HUCXOISIIEH
KOPPECIOHACHLIUEM.



e YCTaHOBJICHBI COOTBETCTBYIOIIME IAPOJIM Ha IEPCOHAIBHBIE
IIK.

« Mcnonp30BaHbl KOHTEHT-(OUIBTPHI AJIs1 GUIBTPALIK CAWTOB IO
UX COIEPKUMOMY.

EnaunHasi cCOBOKYMHOCTH BCEX 3THUX MEp, HApaBJICHHBIX Ha MPOTUBOACHCTBUE
yrpo3aM O€30IMaCHOCTH C ILEJIbI0 CBEACHUS K MHUHUMYMY BO3MOKHOCTU yIIepOa,
00pa3yIoT CUCTEMY 3aIlUTHI.

CriennanmcThl, UMEIOLME OTHOIIEHWE K CHCTEME 3aIUThI JOKHBI MMOJTHOCTHIO
MPENCTaBIATh ceOe MPUHLHUIBI €€ (PYHKIMOHUPOBAHUS U B CIydyae BO3HUKHOBECHHS
3aTpyAHUTENIbHBIX CUTYallMi aJeKBATHO HAa HUX pearupoBaTh. Ilox 3amuToil AomkHA
HAXOJHUTHCS BCsS cucTeMa o0paboTKU MH(POPMAIUH.

.HI/I]_Ia, 3aHHMMAaromuccs oOecreyeHuEM HH(l)OpMaHHOHHOfI 6630HaCHOCTI/I, JOJDKHBI
HCCTHU JINYHYIO OTBCTCTBCHHOCTD.

HanexxHast cucrema 3amuThl JOJKHA OBITh IOJHOCTHIO IMPOTECTUPOBAHA W
corjlacoBaHa. 3aluTa CTaHOBUTCS OoJiee YPheKTUBHON U THOKOH, €CIM OHA JOIMyCKAeT
M3MEHEHHE CBOMX MapaMeTPOB CO CTOPOHBI aIMHHHUCTPATOPA.

B 3axnrodeHue cBOero 10kjaaa XoTenoch Obl JaTh HEKOTOPbIE PEKOMEHAALIUHU 1O
opraHuzanuu paboTsl B ”HGOPMAIIMOHHOM MPOCTPAHCTBE, YTOOBI yOepeub ce0si 1 CBOUX
OJIU3KUX OT UHTEPHET-NPECTYITHUKOB.

PexoMenganum no opranuzanuu padorbl B UHGOPMAITHOHHOM IPOCTPAHCTBE

1. Ilepen Hauamom pabOTH HEOOXOUMO YETKO CHOPMYIUPOBATH LIETh U BOTIPOC
noucka nHpopmaiuu.

2. KenarenbHO BBIPAOOTATh ONTUMAIBHBIN aNTOPUTM IMOUCKAa MHGOPMAIKU B
cetrt UHTepHET, 4TO 3HAYUTETFHO COKPATUT BPEMSI M CHJIBI, 3aTpau€HHbIC Ha TTOUCK.

3. 3apaHee yCTaHOBUTh BpeMEHHBIM JUMHUT (2-3 dyaca) paboOTel B
MH(}OPMAIMOHHOM MPOCTPAHCTBE (IIPOCMOTP Tellenepeaadn, yrenue, IurepHer).

4. Bo Bpemsi pabOThl HEOOXOIUMO JieNaTh NnepepbiB HA 5-10 MUHYT AJd CHATHS
(bu3MYECKOTO HAMPSIKEHUS U 3pUTEIHHON HATPY3KH.

5. Heo6xommumo 3HaTh 3-4 yrmpaXHEHHsI 7Sl CHATHUS 3pUTEIBHOTO HANIPSDKEHUS U
(hU3UYECKON yCTaTOCTH.

6. Pabotatb B XOpOIIO TPOBETPEHHOM IOMEIIEHWUH, MPHU ONTUMAIHLHOM
OCBEIICHUH U B YJI0OHOH TI03€.

7. He cTOUT JETKOMBICIEHHO OOpamiaThCs CO CraM-TTMCbMaMH M 3aXOJUTh Ha
HeOe3onacHble BeO-calThl. [Iisi MHTEPHET-MPECTYMHUKOB BBl CTAHOBUTECH JIETKOM
TOOBIYEH.

8. Ilpu peructpanuu B CONMAIBHBIX CETAX, HE YKa3bIBATE CBOM MEPCOHAILHBIE
JaHHBIE, HAIIPUMEP: aIPeC UM JI€Hb POKICHUS.

9. He ucnosib3yiiTe B JJOTMHE WJIW MAPOJIE€ IEPCOHATBHbBIC TAHHBIE.

10. Bce 3TO mo3BOJISIET MHTEPHET-MIPECTYITHUKAM MOJYYUTh JIaHHBIE JOCTyIA K
aKKayHTaM »dJEKTPOHHOW TOUTHI, a Takke wuHpumupoBats paomamuue [IK s
BKJTFOYCHUS X B 00T-CETh W IS MOXUIICHHS] 0aHKOBCKUX JTAHHBIX POJAUTEIICH.



11. Cozmaitite coOCTBeHHBIN Npodiib Ha KOMIBIOTEpE, YTOOBI 00€30MacuTh
uH(POPMAIINIO, XPAHSIIYIOCS HA HEM.

12. He 3a0sbiBaiite, uTO (pakThl, 0 KOTOPHIX BB y3HaeTe B IHTepHETE, HY’)KHO OUY€Hb
XOpOILIO MPOBEPUTH, €CIU BBIOYJIETE€ HMCHOJB30BaTh UX B CBOEH JOMAIIHEW padore.
[lenecooOpa3Ho cpaBHUTH TPH MCTOUHMKA MUH(DOpPMALINU, TIPEKAE YEM PEIINTh, KaKUM
HMCTOYHHKAM MOKHO JOBEPATH.

13. O moctoBepHOCTH WH(MOPMAITH, TTIOMEIICHHON HA CaliTe MOXHO CYIUTh IO
caMOMy caiiTy, y3HaB 00 aBTOpax caira.

14. Pa3memas naopmaimio o cede, CBOMX OJM3KUX U 3HAKOMBIX Ha CTpaHHUIax
COLIMAJIbHBIX CETEH, CIPOCUTE MPEABAPUTEIBHO pa3pelICHUE Y TeX, O KOM OyAeT 3Ta
uHopMmarms.

15. He cneayer pa3memiaTe Ha CTpaHuuax BeO-callToB cBou (oTtorpaduu u
¢doTtorpaduu cBoUx ONM3KUX U 3HAKOMBIX, 32 KOTOPBIE BaM IIOTOM MOKET OBbITh CTBITHO.

16. CoOmrogaiiTe mnpaBuia 3TUKA nOpu obuieHuun B MuTepHere: rpy0doCTh
MIPOBOLIMPYET IPYTUX Ha TAKOE K€ MOBEJECHUE.

17. Ucnonws3ys B cBoeld paboTe Marepuan, B3SITbIA M3 HHPOPMALMOHHOTO
UCTOYHHMKA (KHUTa, MepuoanyYecKas mnedarb, WHTepHET), cieayeT ykKazaTb 3TOT
MCTOYHUK MH(GOPMALMK WM CHENAaTh Ha HEro CChUIKY, €CIIM Marepuan ObUl BamMu
nepepadoTaH.



